In order to increase the efficiency and security of file sharing in the next-generation networks, this paper proposes a large scale file sharing scheme based on secure network coding via device-to-device (D2D) communication. In our scheme, when a user needs to share data with others in the same area, the source node and all the intermediate nodes need to perform secure network coding operation before forwarding the received data. This process continues until all the mobile devices in the networks successfully recover the original file. The experimental results show that secure network coding is very feasible and suitable for such file sharing. Moreover, the sharing efficiency and security outperform traditional replication-based sharing scheme.
Introduction
Sharing large scale files such as high-resolution videos with many friends through mobile devices at the same time is becoming a popular application. Smart phones are always used to upload and download the shared files through WiFi, 3G, or LTE, but these ways will naturally incur high expense and security threat when large scale data needs to be shared. Actually, it is unnecessary to share data via commercial networks in some scenarios. If the devices are located in the same area, the users could share the files through direct link between devices so that the traffic fee could be saved. The mobile devices can be strategically switched to soft AP (Access Point) mode so that the other users could connect to it and receive the files. However, there are two constraints in this method. First, from the technical perspective, the number of users connecting a soft AP is often limited from four to eight. Second, some users cannot connect to the soft AP within one hop. Therefore, after the users close to the source receive the files, they are supposed to share the data with their neighbors by switching to a new soft AP. Through the sharing of multiple hops, all the users in the network could obtain the files.
When sharing files with many users, sharing efficiency and security should be focused. When a large scale data needs to be shared, it would be better to split the original file into multiple slices before sharing because the direct link between devices may be disconnected during the transmission. After splitting the files into multiple slices, as long as the other users receive all the slices, the original file could be recovered. However, this method has a drawback which could be optimized. When a node requires a specific block of the original file, its neighbors may not have it either. Therefore, they have to wait until the slice is received. In order to overcome this drawback, network coding [1] could be introduced in such applications. Network coding has been considered as a promising technology in big data transmission. Network coding has been proposed for more than ten years, and it has attracted much attention of researchers. Li et al. [2] proposed linear network coding, and then Ho et al. [3] and Jaggi et al. [4] proposed RLNC (Random Linear Network Coding) and DLNC (Deterministic Linear Network Coding), respectively. Network coding has been studied in many areas, such as information security [5] , distributed storage [6] , video communication [7] , and content sharing [8] .
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The main feature of network coding is that it requires reencoding operation at the intermediate devices of the network. Benefiting from the reencoding operations, the network performance could be increased such as bandwidth and energy efficiency. Moreover, the data is highly mixed at the source node and intermediate nodes, which means that the data transmitted in the channel is no longer the original data. Therefore, the security is significantly increased. However, it is very difficult to change the traditional network architecture, which impedes the development of network coding because traditional intermediate devices such as routers and switches cannot perform additional computational operation. Currently, the development of mobile devices and 4G/5G networks makes the computational operation at the mobile devices feasible. Therefore, network-coding-based applications are becoming more and more popular in mobile devices [9, 10] .
D2D communication is a key supporting technology for the fifth-generation communication network. In D2D communication, the mobile devices could communicate with others directly via physical links without the relay of the base station, and it is feasible to perform network coding operation at the devices. Therefore, 5G network is a perfect place to apply network coding. The aim of this paper is to model and analyze the sharing efficiency of large scale data in D2D communication when network coding is introduced.
The remainder of this paper is organized as follows. In Section 2, the authors introduce some closely related studies. In Section 3, the authors model the secure network-codingbased file sharing scheme. In Section 4, the authors evaluate the proposed scheme. Finally, the conclusion is made in Section 5.
Related Works
There are some existing papers closely related to this study. M. Yang and Y. Yang [11] proposed a network-coding-based file sharing scheme for peer-to-peer networks. They encode the original files and then deploy the encoded subfiles on a web server. All the clients not only download the encoded subfiles but also forward the encoded subfiles for each other. Their scheme achieves 15%-20% higher throughput than previous schemes, and it achieves good reliability and robustness to link failure. Their scheme shows that network coding is promising in the file sharing application on the Internet. Our research is for future wireless networks. Moreover, the network model in their study is abstracted as a combination network. Based on the network model, they proposed a deterministic algorithm to encode the files, while the network model in our system is based on RLNC.
Lin et al. [12] presented a stochastic analytical framework to study the performance of epidemic routing using network coding in opportunistic networks. They showed that network coding is superior when bandwidth and node buffers are limited. The application scenario they described is similar to ours. This paper made some modification based on the traditional epidemic model. Moreover, our scheme is designed for the mobile devices. In order to establish the network, the devices in our scheme have to switch between ordinary mode and AP mode. Therefore, even if some devices are very close to each other, they may be unable to communicate.
There are also some studies [13, 14] on the ad hoc networks in which the nodes are mobile devices. In these studies, the mobile devices can connect to each other through working in ad hoc mode. BATMAN [14] is a representative protocol in such application. However, a precondition for this protocol is that those devices in the network have to be rooted because there are very rare commercial released operation systems which could work in ad hoc networking mode. Therefore, this paper studies the file sharing scheme for mobile devices without the support of ad hoc mode.
The contribution of this paper can be summarized as follows. First, the authors analyze and model the secure network-coding-based file sharing scheme for the network with a number of mobile devices. In the scheme, the mobile devices are not required to be rooted before sharing files, which is more realistic. Second, the authors evaluate the scheme and show that file sharing among mobile devices is an ideal place to apply network coding.
Proposed Scheme
In order to accelerate the sharing rate, this paper proposes a principle data sharing scheme which is based on network coding. The source device needs to encode the original data with network coding. When an intermediate device receives some or all of the data slices, it could reencode the received data with RLNC and then spread the data to its neighbors via D2D communication. Because the data is highly mixed during the reencoding operation, each device could receive and decode the data as long as sufficient slices are received with high probability.
It is feasible to implement direct communication between devices for mobile devices via IEEE 802.11n. When a device receives part of the encoded slice, it could configure itself as a soft AP and then allow other devices to connect for data transmission. When a device joins the network of , device reencodes the slices it received and then forwards the slices after reencoding to device . Through strategically switching between AP mode and ordinary mode, all the devices in the network could receive and decode the original data.
Network Model.
Instead of the traditional store-andforward working mode of network devices, network coding technology uses the storage-coding-forwarding working mode at intermediate devices. Through the operation at the intermediate network devices, it can effectively improve the file transmission rate.
Network coding could work in unicast or multicast networks [15] . In most cases, network coding works in multicast networks. However, after a mobile device configures itself to AP mode, the device could not forward multicast message. Some authors consider that multiple devices could overhear the data transmitting to someone at the same time via unencrypted wireless channel [16] , but that is another story. Therefore, this paper assumes that the device sends data to its neighbors via unicast connections. The example in Figure 1 shows the principle why network coding helps accelerate the rate of data sharing. Nodesin Figure 1 are a subset of a network. When an intermediate device needs to forward data to its neighbors, it switches to a soft AP. In the second stage of Figure 1(a) , after node switches to AP mode, node can no longer receive data from because they have the same data . Node can only receive data at stage 3. After using network coding, this performance could be significantly improved. Node could decode data and in stage 2. From an overall perspective, nodes , , and could become soft APs and spread data to their own neighbors in stage 2 of Figure 1(b) , while only node could become the AP in stage 2 of Figure 1(a) . In the third stage of Figure 1(b) , nodes , , and could work as soft APs and spread data to its own neighbors, while only node could become a soft AP in Figure 1(a) . Therefore, the sharing rate in the network-coding-based scheme is faster than that in traditional way.
Network Coding Strategy.
Network coding scheme could be divided into linear network coding and nonlinear network coding. RLNC is a practical scheme, and RLNC is suitable for the network with dynamical topology. Deterministic algorithm has higher computation efficiency compared with randomized algorithm, but it is heavily dependent on the network topology. In our scheme, the mobile devices may change their modes from ordinary mode to AP mode, which will change the network logical topology. Therefore, we select RLNC in our scheme. First, the device who starts the sharing process needs to equally split the original file into slices 1 , 2 , . . . , . In each transmission session, this device randomly selects elements 1 , 2 , . . . , from the finite field GF(256) and then obtains the encoded slice with
The reencoding operation at the intermediate nodes could increase the performance of network transmission, including the throughput and security. For each intermediate device, when it needs to transmit a slice to its neighbor, it has to follow the same strategy. It randomly selects ( ≤ ) elements to be coefficients from the field GF(256) and then linearly reencodes the slices it received with the coefficients. After the reencoding operation, the linear dependency of the data is reduced. Therefore, the receiver could obtain a linearly independent slice with high probability.
As long as a device successfully accumulates linearly independent slices, it could recover the original files with Gauss-Jordan elimination method. Figures 1(a) and 1(b), we observe that both the schemes transmit data in a complex network environment. The second scheme is more complex because the data are linearly mixed at the source device and intermediate devices. In order to clarify the difference of the two schemes, we consider this kind of problem as complex-network-based epidemic model and then model the two schemes.
Analysis Model. Through the analysis for

Classical Propagation Model.
There are many disease propagation models proposed by previous researchers. In the researches about complex network, the most widely used models are SIS (Susceptible-Infected-Susceptible) model and SIR (Susceptible-Infected-Removed) model. This paper assumes that each device is a node in the network and then makes analysis for both the two models.
When SIS model is used, the nodes could be divided into two categories. One is the mobile devices that have become soft APs, and the other is the devices which are working in AP mode but switched to ordinary mode soon afterwards. However, after using network coding, there exists the third category, namely, the devices that received part of encoded slice but have not switched to AP mode. The devices of this kind cannot be expressed in SIS mode.
Compared with SIS model, there is one more category in SIR model, namely, removal individual. Removal individual is equivalent to the devices which become AP nodes, and then its neighbors received all the data. Finally, these devices permanently close the AP mode. In other words, the devices leave the network permanently.
In accordance with the above analysis, both the two schemes lack the expression for the devices that receive part of encoded data but have not become soft AP. Therefore, traditional SIS and SIR models cannot be directly used in our network environment. We have to make some improvement based on the SIR mode for our scheme.
Analysis Model for the Proposed
Scheme. In our model, the concept of hidden nodes is introduced to indicate the devices which could switch to AP mode even if only part of encoded slices is received. Moreover, for any device in the network, it is not allowed to stay in suspended mode, which means that the devices neither switch to AP mode nor receive data from others at that state. Therefore, the switch time of AP mode is very important during the transmission. The transform is described in (2) in which refers to the occupied cache of node , refers to the cache size of node , and refers to the proportion of received data
Theoretically speaking, any intermediate node could switch to AP mode at any time in the ad hoc network. In order to guarantee the efficiency, when an intermediate node is receiving data, it cannot switch to AP mode. Only when the condition ≤ 0.5 is satisfied can the device be allowed to start sharing. So the number of mobile devices working in AP mode in the network shows a kind of dynamic distribution. A node in the network will experience the following states:
(1) The data is transmitted from the source node to its neighbor.
(2) The neighbors receive part of encoded data.
(3) Some nodes receive part of data and switch to AP mode.
(4) The nodes decode and recover the original data.
Then this paper makes the following analysis.
(a) All the mobile devices are divided into three categories, in which is a dynamic value, and each device is randomly distributed.
(i) For the devices that have recovered all the data and switched to AP, we called them infected group.
(ii) For the devices that have received part of encoded data but been switched to AP mode, we called them hidden group.
(iii) For the devices that have not received any data, we called them healthy group.
(b) Due to the random distribution of mobile devices, the number of adjacent nodes of each device is different. We assume that all the mobile devices are subject to uniform distribution, and each device has neighbors. Moreover, this paper assumes that the number of devices working in AP mode at time is ( ), and the number of devices working in ordinary mode is ( ).
(c) We assume that all the hidden devices could become infected group with a probability . is a variable related to the generation depth , total resource number , and time .
Traditional file transmission mode is very different from the mode of RLNC in generation depth. When we set to be 1, the scheme based on linear network coding will be degenerated to traditional scheme. Therefore, we make the analysis in two kinds of conditions.
(1) When equals 1, the network-coding-based scheme is equivalent to traditional file sharing scheme. The probability that the hidden AP devices could recover the original file will be influenced by the total resource number and the transmission time.
This paper assumes that the received data at hidden devices cannot exceed local cache capacity . When the generation number is great, the hidden node has to receive all the data so that it could recover the original data. Therefore, the probability that the hidden AP node could recover the original file decreases as increases. The relation can be expressed by the following equation:
As time passed, hidden nodes receive more and more slices it requires, and then the probability of successfully decoding will accordingly increase:
Through the analysis above, we observe that the transform probability 1 and time in traditional scheme have the following relation:
(2) When does not equal 1, all the data transmitted on the network is encoded with RLNC, and the intermediate devices have to send the linear combinations to its neighbors. Then the transfer probability 2 will be influenced by the generation and the transmission time .
When becomes greater, hidden nodes have to receive more slices to decode and recover the original file. Therefore, the probability of recovering the original file in a specific time will be reduced.
As time goes on, the probability that the slices required by a node exist in its neighbor will increase.
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We assume each soft AP could make ( ) ordinary devices become soft AP and then set up differential equations
The meaning of the parameters in (8) is listed in the Abbreviations.
Evaluation Result
According to the differential equations and the constraints in (7) and (8), the relation between the time and the probability ( ) could be expressed in
No matter what the transmission mode we used is, only the data is different, and the transmission frameworks are the same. We then make the simulation based on this model. When the number of adjacent nodes = 2, the initial ratio 0 = 1:
MATLAB is adopted to calculate the function in (10) and (11) , and then we obtain the relation between the ratio (the number of soft APs/the number of all devices), time , and / , which are displayed in Figure 2 and Figure 3 . According to Figures 2 and 3 , when sharing data in a network with nodes, the number of nodes in the infected group reaches half of the whole nodes, and the sharing rate would reach the highest level which makes the number of successful devices increase at the highest rate. When = 1, the network-coding-based scheme degenerated to traditional replicate-based scheme. The relation between time and the number of successful devices that could recover all the original data is calculated for both network-coding-based scheme > 1 and traditional replicatebased scheme = 1, respectively, which is shown in Figure 4 is calculated with MATLAB. In the calculation, is set to be 10, and file size is set to be 4 M. As shown in Figure 4 , the network-coding-based scheme outperforms traditional replicate-based sharing scheme.
When network coding is used, the parameter has influence on the data sharing efficiency.
It is clearly evident from Figure 5 that the sharing rate increases as increases. However, a drawback is that the computational overhead would increase as increases.
Conclusion
In order to realize the large scale date sharing in future networks, this paper studies a scheme based on secure network coding via D2D communication. Part of the mobile devices in the system may be switched to soft AP mode, and linear network coding operation will be performed on the AP before forwarding the file slices. Through the evaluation of analysis model, the authors observe that the time required for file sharing among multiple devices is less than that in traditional networks. In the future, the authors will implement the scheme in mobile devices such as smartphone networks. 
Abbreviations
:
The number of nodes in the network :
The proportion of devices that have no data but work in soft AP mode :
The proportion of mobile devices working in soft AP mode :
The number of devices that can recover data :
The average number of neighbors for each device :
The probability of recovering data :
The generation of transmission : Thefilesize : Proportionofcacheoccupation :
Probability of successful recovery 1 , 2 : Constant.
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